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Creating A Digital ID Signature using 9
1. Open Adobe Reader

2. Open Security Setting within the Document pull down menu.

F8 Adobe Reader
File Edit View BOLIENGTENE Tools Window Help

|/ sign r

lﬁ Security r
Security Settings...

Manage Trusted Identities...

Change Accessibility Reading Options... Shift+Ctrl+5
Accessibility Quick Check Shift+Ctrl+6

Accessibility Setup Assistant...

3. Select the Add ID to create a Digital ID.
Security Settings
=

Usage Options ~ Certificate Details v Export e Refresh Remove ID

Roaming ID Accounts
Digital ID Files

Windows Digital IDs

PKCS#11 Modules and Tokens
Directory Servers

Issuer Storage Mechanism

Time Stamp Servers

Adobe LiveCycle Rights Managem

Manage My Digital IDs
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CREATE A DIGITAL ID SIGNATURE FOR ADOBE READER

4, Select the A new digital ID | want to create now and select the Next button.

 Add Digital ID ==

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID' is sent to others so that they can verify your signature, Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ A new digital ID [ want to create now

5. Select the New PKCS#12 digital ID file and select the Next button

P

Add Digital ID =
Where would you like to store your self-signed digital ID?
@ New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PEKC5#12 format,
This commen digital ID file format is supported by most security software applications,
including major web browsers, PKC5#12 files have a .pfx or .pl2 file extension.
() Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

]
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6. Fill out the dialog box with the appropriate information. The Organization Unit should be your District
and Division. (i.e....CO — Design, CO — Bridge, D6 — Design).

Enter your identity information to be used when generating the self-signed certificate.

Mame (e.g. John Smith): Im
Organizational Unit: W
Organization Mame: IW

Ermnail Address: Im

Country/Region: ’ US - UNITED STATES vl

Enable Unicode Support

Key Algorithm: ’1024—bit R5A v]

Use digital ID for: [Digital Signatures and Data Encryption v]

s ] ]
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7. Now you will have to save the Digital Id. Browse to your C: drive and go to the Digital Id folder that
we created earlier. This will be the location for your Digital Id and Exported Certificate file. When
saving the PFX file (Digital I1d), make sure you use the following file naming convention. Date is
necessary just in case another seal is created in the future and the Adobe version that was used to
create it.

Userid_YYYYMMDD_v9.pfx [schwac_20100331_v9.pfx]

You will need to create a password that you will use every time you apply your Digital Id.

Don’t forget your password or else you will need to create a new Digital Id. The password has to be a
minimum of 6 characters and it is also case sensitive.

-

[ Add Digital ID

Enter a file location and password for your new digital ID file, You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purpeses. You can later change options for this
file using the Security Settings dialeg.

File Mame:

ChUsershgreencd'\Digital I ChrisitianSchwandtner, pfx Browse...

Password:
(-

Confirm Password:

I

< Back ][ T

8. Now highlight your name and select the Export option. The file created in this step can be used to validity
your Digital Id.

Security Settings
= Digital IDs E_iiﬁ Add ID j Usage Options = [E‘ Certificate Details e Refresh m Remove ID
Reoaming ID Accounts )
o ; Mame Issuer brage Mechanism
Digital ID Files

Windows Digital IDs
PEC5#11 Modules and Tokens

Chrisitian Schwandtner <christian.... Chrisitian Schwandtner < christian... Digital ID File

Directary Servers
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9. Select the Save the data to a file option and select Next.

—

B sy e 7 e g s =

You have chosen to export the following data:
My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created
by you and to encrypt documents for you. Exporting your certificate does not

export your private key,
Export Opticns

Select whether you want to save the data to a file or share it via email:

(71 Emnail the data to someone

@ Save the data to a file

| Net | | Cancel

10. Make sure the path is to the same location as your Digital Id, C:\Users\userid\Digital ID. The Save as
type should be set to Acrobat FDF Data Exchange. Be sure to use the same naming convention that

was used for the Digital Id.

Userid_YYYYMMDD_v9.fdf [schwac_20100331_v9.fdf]

- Export Data As... |
Savein: || Digtal ID - @ ? 5 P g
= MName = Date modified Type
"'E.;’ Mo itermns match your search,

Recent Places

Libraries
Type: Adobe Acrobat Forms

" Document
Lgi,&. File Size: 1KB
o Modified:9/5/2008 11:27 AM
COHAZ3049
™ < [ | 3
Metwork
File name: kchwac 20100331 fdf] - | Save I

Saveastye: | Acrobat FOF Data Exchange (*fdf) -]
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11. Now you have created a certification file to validate your Digital Id you will need to email that FDF
file to Christian Schwandtner (schwac). MoDOT will be the holder of this file to validate any sealed
contract plans that you have sealed. The FDF file will be kept in a secure location and cannot be
altered in any way within ProjectWise.

Acrobat Security

L Save operation complete,

Data Type: My Contact and Certification Information
Filename: ChUsers\greencd'\Digital IDMschwac_20100331.fdf

If a new Digital Id is created you will have to repeat the steps above and send me a new version of
your Acrobat FDF Data Exchange file.

12. You should have three files within the C:\Users\userid\Digital Id folder.
FDF — certificate file to validate Digital Id

PFX — Digital Id file
PDF — Image of your Seal

@©-| |, » COHAS3049 » (C) OSDisk » Users » greencd » Digital ID

. File Edit View Tools Help

Organize = Include in library Share with = Burn Mew folder
4 0 greencd = Mame .
= 1. AppData L
e schwac_ 20100331 +O.fdf
iz Contacts —
i schwac_20100331_v3.pfx
eskto
- — = - ) Schwandtner-Christian.pdf
.. Digital ID |
& Downloads ‘ |
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13. Now within Acrobat Reader, we will need to combine your Seal and Digital Id so it looks correct on
the contract plans. Open up the Preferences option under the Edit pull down menu.

B2 2dobe Reader

File View Document Tools Window Help
 eef 49 Undo Cirl+Z ‘ Moos
: ) Redo Shifts Ctrl+Z :

Cut Chrl+X
Copy Ctrl+C
; Paste Ctrl+V
Delete

Copy File to Clipboard

Select All Ctrl+A
Deselect All Shift+Ctrl+A

Check Spelling L3
Look Up Selected Word...

Find Ctrl+F
Search Shift+Ctrl+F
Search Results L3

Preferences...

14. Select the Category of Security. Select the New option

Preferences

Categories:
Digital Signatures

30 & Multimedia [¥] Verify signatures when the document is opened I Advanced Preferences... ]

Accessibility [7]View documents in preview document mode when signing
Batch Processing

Catalog Appearance

Celor Management I MNew...
Convert From PDF

Convert To PDF Edit...
Forms

Identity Duplicate
International

Internet Delete
JavaSeript

Measuring (207)
Measuring (307
Measuring (Geo) Security Settings

Multimedia (legacy) [] Load security settings from a server

m

Multimedia Trust (legacy) Server Settings

Mew Document
Reading LRE
R Settings must be signed by: Allow Any Certificate
Search

Security

Security (Enhanced)
Spelling 2 Weeks 3 Months Ask befare installing
TouchUp
Tracker

Trust Manager
Units & Guides =

Check every: Week @ Month Update Now

oK Il Cancel
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15. Use your full name for the Signature Appearance. Now toggle on the Imported graphic for the
Configure Graphic area of the dialog. Select the File button.

.';l.Cunﬁgure Signature Appearance @

| |
I Titles IChristian Schwandtner I

Preview

Digitally signed by your commaon
name here

DM your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2010.03.31 08:5%:48 -05'00"

Configure Graphic

Show: ) No graphic Import Graphic from:
@] rted hi 7
r mported grapl |c|| [T]I
) Mame

Configure Text
Show: [ Name [¥] Location [¥] Distinguished narme [¥]Logo
Date Reason Labels

Text Properties
Text Direction: @ Auto () Left to right () Right to left

Digits: |0123456789 -

QK Cancel
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16. Browse to the folder where you exported out the PDF file from ProjectWise (C:\Users\userid\Digital
Id). Now select your PDF seal.

—— =
Look in: [ |, Digttal ID - @ }' EF T~
T= Marne = Date modified Type
el |2 Schwandtner-Christian. pdf 9/5/200811:00 AM  Adobe Acrobat D...
Recent Places
| =
Desktop L,_.,_.,!
=
Librari
datbal Type: Adobe Acrobat Document
. File Size: 43 KB
@! Modified:9/5/2008 11:00 AM
COHAZ3049
@ €| T | ¢
MNetwork
File name: Schwandtner-Christian pdf - l Select I
Files of type: | Acrobat PDF Files (" pd) -] [ Canca |

17. Now you will see your seal in the dialog below. If the seal values appear incorrect,
make sure you exported your seal.

' Select Picture =
File: IfoUsersfgreenc4/DigitalID."Schv | Browse... I

Sample

\'l'.HIHH,r,rII,
OF Migq”
OF Migg/

s
) ,/,
%

s

oy @E

3%\ - ——

-
-
-~
-
-
-
—
-
-

L W IS
‘f:s?"--._ -"%% \\\.

s

Ak

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTROMICALLY.

1 out of 1 images

ok | | Cancel
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18. Now you will need to modify the Configure Text and make sure all options are turned off. Then click
the OK button.

tonﬁgure Signature Appearance @

Title:  |Christian Schwandtner

Preview

.F!;_#
Y

FFET
- LAET -
3, =3
g"rﬂ'dnL‘-‘h&
sl T T
Configure Graphic
Show: ) Mo graphic Import Graphic from:
@ 1 rted hi :
e
71 Mame
Configure Text

Show: [ Name [] Location [ Distinguished name [ Logo
[ Date [] Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right i) Right to left

Digits: |[0123456789 -

r— [ P
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19. Now you have created a signature block to be used with your Digital Id. Click the OK button and you
finished creating your seal for signing and sealing documents.

I 'Isref:erencs @J

Categories:
Digital Signatures

30 & Multimedia [¥] Verify signatures when the docurnent is opened I Advanced Preferences... ]

Accessibility []View documents in preview document mode when signing
Batch Processing

Appearance

il Christian Schwandtner

Cataleg

Color Management
Convert From PDF
Convert To PDF
Forms

Identity Duplicate
International
Internet ——
JavaScript
Measuring (207)
Measuring (30)
Measuring (Geo) Security Settings

|:| Load security settings from a server

il

Multimedia (legacy)
Multimedia Trust (legacy)

m

Server Settings

MNew Document
Reading Lk
Reviewing Settings must be signed by: Allow Any Certificate
Search

Security

Security (Enhanced)
Spelling 2 Weeks 3 Months | Ask before installing
TouchUp

Tracker

Check every Week @ Month Update Now

Trust Manager
Units & Guides =

ok | [ cancel

FYI

Send Christian Schwandtner a copy of the Acrobat FDF Data Exchange file (FDF) from the Digital ID
folder. MoDOT will be the holder of this file to validate any sealed contract plans that you have
sealed. The FDF file will be kept in a secure location and cannot be altered in any way within
ProjectWise.
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Creating A Digital ID Signature using 10

1. Open Adobe Reader

2. Open Security Setting under the Edit — Protection pull down menu.

EC] Schwandtner-Christian.pdf - Adcbe Reader

File m View Window Help

Undo CteZ | 4 'S' C.E 175% | « | =S| 3 |
Redo Shift+ Ctrl+Z
Cut Ctrl+X
l#) Copy Ctrl+C
[-] Paste Ctrl+V
Delete
Select All Ctrl+ &
Deselect All Shift+Ctrl+ A

Copy File to Clipboard

i@ Take a Snapshot \
Check Spelling N \

Look Up Selected Word...

(], Find Ctrl+F

Advanced Search Shift+ Ctrl+F

Protection Security Properties

Analysis g Revoke Document

semsl | View Audit History 1
Preferences... Ctrl+K Synchronize for Offline

Manage Rights Management Account

Security Settings...
Manage Trusted Identities...

Import Security Settings
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3. Select the Add ID to create a Digital ID.

B | 4 Usage Options ~ T Certificate Details v Export e Refresh J' Remove ID
Roaming ID Accounts
Digital ID Files
Windows Digital IDs

PKC5#11 Modules and Tokens

Issuer Sterage Mechanism

Directory Servers
Time Stamp Servers

Adobe LiveCycle Rights Managem

Manage My Digital IDs

4, Select the A new digital ID | want to create now and select the Next button.

Add Digital ID =

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID' is sent to others so that they can verify your signature. Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ A new digital ID [ want to create now

[ < Back | | Mext =
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5. Select the New PKCS#12 digital ID file and select the Next button

" Add Digital ID ==

Where would you like to store your self-signed digital ID?
@ New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PEKC5#12 format.
This commen digital ID file format is supported by most security software applications,
including major web browsers. PKC5#12 files have a .pfx or .pl2 file extension.

) Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

] (]

6. Fill out the dialog box with the appropriate information. The Organization Unit should be your District
and Division. (i.e....CO — Design, CO — Bridge, D6 — Design).

—

=

Add Digital ID
Enter your identity information to be used when generating the self-signed certificate,

Mame (e.g. John Smith): Im
Organizational Unit: W
Organization Name: IW

Email Address: Im

Country/Region: [ US - UNITED STATES v]

["]Enable Unicode Support

Key Algorithm: ’1024—bit R5A v]

Use digital ID for: [Digital Signatures and Data Encryption v]

] ]
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7. Now you will have to save the Digital Id. Browse to your C: drive and go to the Digital Id folder that
we created earlier. This will be the location for your Digital Id and Exported Certificate file. When
saving the PFX file (Digital I1d), make sure you use the following file naming convention. Date is
necessary just in case another seal is created in the future and the Adobe version that was used to
create it.

Userid_YYYYMMDD_v10.pfx [schwac_20100331_v10.pfx]

You will need to create a password that you will use every time you apply your Digital 1d.

Don’t forget your password or else you will need to create a new Digital Id. The password has to be a
minimum of 6 characters and it is also case sensitive.

Add Digital ID

Enter a file location and password for your new digital ID file, You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:
I'::"-.UEEFE"-.QFEEH cd'\Digital IDNschwac_20110901_v10.pfx Browse...
Password:

I

N e

Confirm Password:

=

<Back | | Finish |

8. Now highlight your name and select the Export option. The file created in this step can be used to validity
your Digital Id.

Security Settings

= Digital IDs E_i:i Add ID j Usage Options = @Cer’cificate Details e Refresh m Remove ID

Reoaming ID Accounts )
e : Mame Issuer orage Mechanism
Digital ID Files

Windows Digital IDs

PEC5#11 Modules and Tokens

Chrisitian Schwandtner <christian.... Chrisitian Schwandtner < christian...  Digital ID File

Directory Servers
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9. Select the Save the data to a file option and select Next.

Data Exchange File - Export Options ===
You have chosen to export the following data:
My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created
by you and to encrypt documents for you. Exporting your certificate does not
export your private key,

Export Opticns
Select whether you want to save the data to a file or share it via email:

(71 Emnail the data to someone

@ Save the data to a file

| Net | | Cancel

10. Make sure the path is to the same location as your Digital Id, C:\Users\userid\Digital ID. The Save as
type should be set to Acrobat FDF Data Exchange. Be sure to use the same naming convention that
was used for the Digital Id.

Userid_YYYYMMDD_10.fdf [schwac_20100331_v10.fdf]

¥ Save As
Savein: || Digital ID - & .30 .ol FEF o
T MNarme . Date modified Type Size
""'} Mo items match your search,

Recent Places
Desktop

Libraries

COHAZ3049

@

Netw_ork

Filz name: echwac 20110901 v10fdf) - ‘ Save i
Save as type: [Ac:-obat FDF Data Exchange (*fdf) '] ’ Caneel ]
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11. Now you have created a certification file to validate your Digital Id you will need to email that FDF
file to Christian Schwandtner (schwac). MoDOT will be the holder of this file to validate any sealed
contract plans that you have sealed. The FDF file will be kept in a secure location and cannot be

altered in any way within ProjectWise.

Acrobat Security

B -
@ Save operation complete,

~ =

Data Type: My Contact and Certification Information
Filename: C:hUsersh greencd\Digital IDMschwac_20110901_10.fdf

If a new Digital Id is created you will have to repeat the steps above and send me a new version of
your Acrobat FDF Data Exchange file.

12. You should have three files within the C:\Users\userid\Digital Id folder.
FDF — certificate file to validate Digital Id
PFX — Digital Id file
PDF — Image of your Seal

@©-| )l » COHAS3049 » (C: OSDisk » Users » greencd » Digital ID

- File Edit WView Tools Help

Organize = Include in library = Share with = Burn Mew folder
4, greencd i Name .
[ 4y AppData Ly
4 schwac_20100331_v9.fdf
i Contacts o
schwac_20100331_v.pfx
m Desktop = e
e T | Schwandtner-Christian.pdf
.. Digital ID |

& Downloads ‘ ‘
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13. Now within Acrobat Reader, we will need to combine your Seal and Digital Id so it looks correct on
the contract plans. Open up the Preferences option under the Edit pull down menu.

!5 Schwandtner-Christian.pdf - Adobe Reader

File View Window Help

<3 Undo Ctrl+Z

% Redo Shift+Ctrl+Z
Cut Ctrl+X

L&) Copy Ctrl+C

[l Paste Ctrl+V
Delete
Select All Ctrl+ &
Deselect All Shift+ Ctrl+ A

Copy File to Clipboard

Check Spelling +
Look Up Selected Word...

J, Find Ctrl+F
Advanced Search Shift+Ctrl+F
Protection 4
Analysis LY
Accessibility L4
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14. Select the Category of Security. Select the New option.

Wm'entﬁ @

Categories:

Digital Signatures

30 & Multimedi [¥] Verify signatures when the document is opened ’ Advanced Preferences... ]
ultimedia

Accessibility View documents in preview document mode when signing
Batch Processing

Cataleg Appearance

Coler Management
Convert From PDF

Convert To PDF Edit... |
Forms -

Identity | Duplicate |
International

Internet | Delete !

JavaScript

Measuring (2D)
Measuring (3D)
Measuring (Geo) Security Settings

Multimedia (legacy) Load security settings from a server

m

Multimedia Trust (legacy) Server Settings

Mew Document tED I
Reading )

Reviewing Settings must be signed by: | Allow Any Certificate i |
Search ;
Security

Security (Enhanced)
Spelling 2 Weeks 3 Months  [V/] Ask before installing
TouchUp

Tracker

Check every Week @ Month | Update Mow

Trust Manager
Units & Guides =

Pl

ok | | Cancel

Page 20|48
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15. Use your full name for the Signature Appearance. Now toggle on the Imported graphic for the
Configure Graphic area of the dialog. Select the File button.

.';l.Cunﬁgure Signature Appearance @

|
I Titles IChristian Schwandtner I

Preview

Digitally signed by your commaon
name here

DM your distinguished name here
Reason: your signing reason here
Location: your signing location here
Date: 2010.03.31 08:5%:48 -05'00"

Configure Graphic
Import Graphic from:

Show: (") Mo graphic

@ Imported graphic

) Name

Configure Text
Show: [ Name [¥] Location [¥] Distinguished narme [¥]Logo
Date Reason Labels

Text Properties
Text Direction: @ Auto () Left to right () Right to left

Digits: |0123456789 -

QK Cancel
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16. Browse to the folder where you exported out the PDF file from ProjectWise
(C:\Users\userid\Digital I1d). Now select your PDF seal.

o =)
Look in: [ |, Digttal ID v. @ }' EF T~
T= Marne = Date modified Type
el |2 Schwandtner-Christian. pdf 9/5/200811:00 AM  Adobe Acrobat D...

Recent Places

- o,

Desktop | |
Libraries
Type: Adobe Acrobat Document
" File Size: 43 KB
@! Modified:9/5/2008 11:00 AM

COHAE3048

@ < 1 | 2
MNetwork
File name: Schwandtner-Christian pdf - l Select I

Flesoftyps: | Acrobat PDF Files ("pdf) -] [ canest |

17. Now you will see your seal in the dialog below. If the seal values appear incorrect,
make sure you exported your seal.

' Select Picture =
File: IfoUsersfgreenc4/DigitalID."Schv | Browse... I

Sample

\i“F” I,!:;w”
-~ < Q_....__{&?//’/,,
3*\@-.-06/3’

s

-
-
-~
-
-
-
—
-
-

‘?n-.- NS
‘f:s?"--._ -"%% \\\.

&

RIS

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTROMICALLY.

1 out of 1 images

ok | | Cancel
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18. Now you will need to modify the Configure Text and make sure all options are turned off. Then click
the OK button.

tonﬁgure Signature Appearance @

Title:  |Christian Schwandtner

Preview

.F!;_#
Y

FFET
- LAET -
3, =3
g"rﬂ'dnL‘-‘h&
sl T T
Configure Graphic
Show: ) Mo graphic Import Graphic from:
@ 1 rted hi :
e
71 Mame
Configure Text

Show: [ Name [] Location [ Distinguished name [ Logo
[ Date [] Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right i) Right to left

Digits: |[0123456789 -

r— [ P
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19. Now you have created a signature block to be used with your Digital Id. Click the OK button and you
finished creating your seal for signing and sealing documents.

I 'Isref:erencs @J

Categories:
Digital Signatures

30 & Multimedia [¥] Verify signatures when the docurnent is opened I Advanced Preferences... ]

Accessibility []View documents in preview document mode when signing
Batch Processing

Appearance

il Christian Schwandtner

Cataleg

Color Management
Convert From PDF
Convert To PDF
Forms

Identity Duplicate
International
Internet ——
JavaScript
Measuring (207)
Measuring (30)
Measuring (Geo) Security Settings

|:| Load security settings from a server

il

Multimedia (legacy)
Multimedia Trust (legacy)

m

Server Settings

MNew Document
Reading Lk
Reviewing Settings must be signed by: Allow Any Certificate
Search

Security

Security (Enhanced)
Spelling 2 Weeks 3 Months | Ask before installing
TouchUp

Tracker

Check every Week @ Month Update Now

Trust Manager
Units & Guides =

ok | [ cancel

FYI

Send Christian Schwandtner a copy of the Acrobat FDF Data Exchange file (FDF) from the Digital ID
folder. MoDOT will be the holder of this file to validate any sealed contract plans that you have
sealed. The FDF file will be kept in a secure location and cannot be altered in any way within
ProjectWise.
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Creating A Digital ID Signature using 11
1. Open Adobe Reader

2. Under the Edit pull down menu select Preferences

_p_‘ MoDOT.pdf - Adobe Reader
File View Window Help

@ "= Undo Ctrl+z

7| Redo Shift+Ctrl+2Z

cut Cirl+x

L4 Copy Ctrl+C

L [-] Paste Ctrl+v
Delete

Select All Cirl+a

Deselect Al Shift+Ctrl+4

Copy File to Clipboard

Check Spelling 4
Look Up Selected Word...

), Bind crl+F
Advanced Search Shift+Ctrl+F
Protection 4
Analysis 4
Accessibility 4

3. Select the Signatures category. Then select the More... option within the Identities & Trusted Certificates
area of the dialog.

x

Measuring (2D) = Manage credentials used to trust documents

Measuring (30)
Measuring (Geo)  Document Til
Multimedia (legacy)
Multimedia Trust (legacy) » Configure timestamp server settings More...
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Categories:
- Digital Si

Commenting

Docurnents [ Creation & App €

Full Screen _ . .

General = Control options for signature creation LI

N = Set the appearance of signatures within a document

Page Display

3D & Multimedia [~ Verification

Accessibility

Email Accounts = Control how and when signatures are verified More...
Forms

Identity

Internet r~Identities & Trusted Certificates

JavaSeript

Language = Create and manage identities for signing More...

Trust Manager
Units

=

ol Cancel
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CREATE A DIGITAL ID SIGNATURE FOR ADOBE READER

4. Select the Add ID to create a Digital ID.

T

4 Usage Options = T Certificate Details v Export e Refresh J' Remove ID
Roaming ID Accounts

i : Cri Issuer Storage Mechanism
Digital ID Files
Windows Digital IDs
PKC5#11 Modules and Tokens
Directory Servers

Time Stamp Servers

Adobe LiveCycle Rights Managem

Manage My Digital IDs

Select the A new digital ID | want to create now and select the Next button.

Add Digital ID =

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID' is sent to others so that they can verify your signature. Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ A new digital ID [ want to create now

[ < Back | | Mext =
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6. Select the New PKCS#12 digital ID file and select the Next button

" Add Digital ID ==

Where would you like to store your self-signed digital ID?
@ New PKCS#12 digital ID file

Creates a new password protected digital ID file that uses the standard PEKC5#12 format.
This commen digital ID file format is supported by most security software applications,
including major web browsers. PKC5#12 files have a .pfx or .pl2 file extension.

) Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

] (]

7. Fill out the dialog box with the appropriate information. The Organization Unit should be your District
and Division. (i.e....CO — Design, CO — Bridge, D6 — Design).

—

=

Add Digital ID
Enter your identity information to be used when generating the self-signed certificate,

Mame (e.g. John Smith): Im
Organizational Unit: W
Organization Name: IW

Email Address: Im

Country/Region: [ US - UNITED STATES v]

["]Enable Unicode Support

Key Algorithm: ’1024—bit R5A v]

Use digital ID for: [Digital Signatures and Data Encryption v]

] ]
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8. Now you will have to save the Digital Id. Browse to your C: drive and go to the Digital Id folder that
we created earlier. This will be the location for your Digital Id and Exported Certificate file. When
saving the PFX file (Digital I1d), make sure you use the following file naming convention. Date is
necessary just in case another seal is created in the future and the Adobe version that was used to
create it.

Userid_YYYYMMDD_v11.pfx [schwac_20100331_v11.pfx]

You will need to create a password that you will use every time you apply your Digital Id.

Don’t forget your password or else you will need to create a new Digital Id. The password has to be a
minimum of 6 characters and it is also case sensitive.

x

Enter a file location and password for your new digital ID file. You will need the password when
you use the digital ID to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:

IC:‘-.U sersischwachDigital Idhschwac_20131105_v11.pfx Browse...

Password:

I

ST et

Confirm Password:

I

< Back Finish
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9. Now highlight your name and select the Export option. The file created in this step can be used to validity
your Digital Id.

Security Settings
- Digital IDs ¥ AddID ' usage Options - [E‘ Certificate Details ¥ Refresh ] Removeld
Reaming ID Accounts
Digital ID Files
Windows Digital IDs
PKC5#11 Modules and Tekens
Directary Servers

Mame Issuer orage Mechanism

Chrisitian Schwandtner <christian.... Chrisitian Schwandtner < christian... Digital ID File

10. Select the Save the data to a file option and select Next.

Data Exchange File - Export Options ==

You have chosen to export the following data:
My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created
by you and te encrypt decuments for you. Exporting your certificate does not
export your private key.

Export Options
Select whether you want to save the data to a file or share it via email:

("1 Email the data to someone

(@ Save the data to a file

| Net || Cancel |

11. Make sure the path is to the same location as your Digital Id, C:\Users\userid\Digital ID. The Save as
type should be set to Acrobat FDF Data Exchange. Be sure to use the same naming convention that

was used for the Digital Id.

Userid_YYYYMMDD_11.fdf [schwac_20100331_v11.fdf]

T Save As ==
Savein: || Digtal ID - @ _? 7 '
T MName = Date modified Type Size
s Mo iterns match your search.

Recent Places
Desktop

Libraries

COHAS3049

@

Network

File name: chwac 20110301 v10fdf] - i Save i

Save as type: [Acmbat FDF Data Exchange (*fdf) v] [ Cancel ]

Page 29|48



CREATE A DIGITAL ID SIGNATURE FOR ADOBE READER

12. Now you have created a certification file to validate your Digital Id you will need to email that FDF
file to Christian Schwandtner (schwac). MoDOT will be the holder of this file to validate any sealed
contract plans that you have sealed. The FDF file will be kept in a secure location and cannot be
altered in any way within ProjectWise.

Acrobat Security

Save operation complete.

Data Type: My Contact and Certification Information
Filename: ChUsers\schwachDigital Id\schwac_20131105 411 fdf

oK

If a new Digital Id is created you will have to repeat the steps above and send me a new version of
your Acrobat FDF Data Exchange file.

13. You should have three files within the C:\Users\userid\Digital Id folder.
FDF — certificate file to validate Digital Id
PFX — Digital Id file
PDF — Image of your Seal

Qshisk (C:) = Users » schwac - Digital Id

r Share with - Mew folder

F

= Mame =

"= schwac_20131105_v11.fdf

[ schwac_20131105_v11.pfx
'EL'I Schwandtner-Christian. pdf
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14. Now within Acrobat Reader, we will need to combine your Seal and Digital Id so it looks correct on
the contract plans. Open up the Preferences option under the Edit pull down menu.

pi MoDOT.pdf - Adobe Reader
File View Window Help

=3 [ Undo ctrl+Z

=] Redo Shift+Ctrl+Z

& cut Cirl+x

[ Copy ctrl+C

] Paste Ctrl+v
Delete

Select Al Cirl+A

Deselect All Shift+Ctrl+A

Copy File to Clipboard

Check Speliing »
Look Up Selected Word...

(C, Find cirl+F
Advanced Search Shift+Cirl+F
Protection 4
Analysis 4
Accessibility 4
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15. Select the Category of Signatures. Select the More option within the Creation and Appearance area.

Categories:

x|

Commenting
Documents
Full Screen
General

Page Display

30 & Multimedia
Accessibility

Email Accounts
Forms

Identity

Internet

JavaScript
Language
Measuring (2D)
Measuring (3D}
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust {legacy)

| Digital Si

r~ Creation & App e

= Contrel eptions for signature creation
= Set the appearance of signatures within a document

[ Verification

= Control how and when signatures are verified

More... |

rIdentities & Trusted Certificates

- Create and manage identities for signing
- Manage credentials used to trust documents

More... |

i Document Ti

+ Configure timestamp server settings

More... |

Reading
Reviewing

Search

Security

Security (Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

=

Ol Cancel |

16. Select New in the Appearance area of the dialog.

Creation and Appearance Preferences x|

r~ Creation
Defautt Signing Method: | Adobe Default Security =l
Default Signing Format: | PKCS#7 - Detached =l
When Signing:

[~ Show reasons
[~ Show location and contact information
[V Include signature's revocation status

[ View documents in Preview Mode

Enable Review of Document Warnings: IWhen certifying a document j

Prevent Signing Until Warnings Are Reviewed: I Never j

PP

Duplicate |
Delete |
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17. Use your full name for the Signature Appearance. Now toggle on the Imported graphic for the
Configure Graphic area of the dialog. Select the File button.

Configure Signature Appearance il

| |
I Titles IChristian Schwandtner I

~ Preview

Digitally signed by your commaon name
here

DM your distinguished name here
Reason: your signing reason here
Location: your signing lecation here
Date: 2013.11.05 14:59:46 -06'00"
Adobe Reader version: 11.0.0

~ Configure Graphic
Show: " Mo graphic Import Graphic from:

&+ Imported graphic

I File... | I
Mame

~ Configure Text

Show: ¥ Name ¥ Location W Distinguished name W Logo
¥ Date ¢ Reason v fdobe Version v Labels

~ Text Properties

Text Direction: % Auto  { Lefttoright  ( Rightto left

Digits: |0123456789 = |

QK Cancel
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18. Browse to the folder where you exported out the PDF file from ProjectWise
(C:\Users\userid\Digital I1d). Now select your PDF seal.

o =)
Look in: [ |, Digttal ID v. @ }' EF T~
T= Marne = Date modified Type
el |2 Schwandtner-Christian. pdf 9/5/200811:00 AM  Adobe Acrobat D...

Recent Places

- o,

Desktop | |
Libraries
Type: Adobe Acrobat Document
" File Size: 43 KB
@! Modified:9/5/2008 11:00 AM

COHAE3048

@ < 1 | 2
MNetwork
File name: Schwandtner-Christian pdf - l Select I

Flesoftyps: | Acrobat PDF Files ("pdf) -] [ canest |

19. Now you will see your seal in the dialog below. If the seal values appear incorrect,
make sure you exported your seal.

' Select Picture =
File: IfoUsersfgreenc4/DigitalID."Schv | Browse... I

Sample

\i“F” I,!:;w”
-~ < Q_....__{&?//’/,,
3*\@-.-06/3’

s

-
-
-~
-
-
-
—
-
-

‘?n-.- NS
‘f:s?"--._ -"%% \\\.

&

RIS

THIS SHEET HAS BEEN
SIGNED, SEALED AND DATED
ELECTROMICALLY.

1 out of 1 images

ok | | Cancel
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20. Now you will need to modify the Configure Text and make sure all options are turned off. Then click
the OK button.

tonﬁgure Signature Appearance @

Title:  |Christian Schwandtner

Preview

.F!;_#
Y

FFET
- LAET -
3, =3
g"rﬂ'dnL‘-‘h&
sl T T
Configure Graphic
Show: ) Mo graphic Import Graphic from:
@ 1 rted hi :
e
71 Mame
Configure Text

Show: [ Name [] Location [ Distinguished name [ Logo
[ Date [] Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right i) Right to left

Digits: |[0123456789 -

r— [ P
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21. Now you have created a signature block to be used with your Digital Id. Click the OK button and you
finished creating your seal for signing and sealing documents.

Creation and Appearance Preferences 1[

 Creation

Default Signing Method: IAdobe Default Security

Default Signing Farmat: | PKCS#7 - Detached =
When Signing:

[~ Show reasons

™ Show location and contact information

V¥ Include signature's revocation status

[~ View documents in Preview Mode

Enable Review of Document Warnings: IWhen certifying a document j

Prevent Signing Until Warnings Are Reviewed: I Mever j

- Appearances

Christian Schwandtner

;

Edit...
Duplicate

Delete

Help | OK Cancel |

e

FYI

Send Christian Schwandtner a copy of the Acrobat FDF Data Exchange file (FDF) from the Digital ID
folder. MoDOT will be the holder of this file to validate any sealed contract plans that you have
sealed. The FDF file will be kept in a secure location and cannot be altered in any way within
ProjectWise.
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Creating A Digital ID Signature using DC

1. Open Adobe Reader DC

2. Under the Edit pull down menu select Preferences

; e
File [ view Window Help

Hc

F

@: Take a Snapshot

Check Spelling G
Adyanced Search Shift+Ctrl+F
Protectic

Accessibility L

Manage Tools

Preferapeces... Cirl+ K

3. Select the Signatures category. Then select the More... option within the Identities & Trusted
Certificates area of the dialog.

Categones:

Digital Signatures
| Commenting

| Documents Creation & Appearance

| Full Sereen

| General = Control opbons for sgnature creation

:i‘age Display + Set the appearance of signatures within a document

|30 & Mutbmedia Vimification

| Accessbilitg

| Adobe Crline Services = Control how and when signatures are verified
| Email Accounts

| Fanms

|1dentiny Identities & Trusted Certificates

| Intemet

| savasenpt
|Language

| Measuring (2D)
| Measunng (30} Dacument Timestamping
| Measuring (Geo)

| Mulbmedia (izgacy)

| Mt tmedia Trust (legacy)
| Reading

| Reviewing

| Search

| Secuity

| Security (Enhanced)
atures

| Spelling
| Tracker

| Trust Manager
|Units

More...

= Create and manage identities for signing Mare.
=+ Manage credentisls used to rust documents i

+ Configure Emestamp server setings More...
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4. Select the Add ID to create a Digital ID.

ﬁ Digital ID and Trusted Certificate Settings E
o Digital IDs l i‘g AddID V Usage Options » _,:? Certificate Details ﬁ Export e Refresh &) Remove D
Trusted Certificates Name Issuer Storage Mechanism Ex
Echristian.schwandtner@modot‘mo‘... Communications Server Windows Certificate Store 20
< 1 3
Manage My Digital IDs

5. Select A new digital ID | want to create now and then select the Next button.

Add Digital ID (23]

Add or create a digital ID te sign and encrypt documents, The certificate that comes with your
digital ID is sent to others so that they can verify your signature, Add or create a digital ID using:

() My existing digital ID from:
A file

A roaming digital ID stored on a server

A device connected to this computer

@ A new digital ID I want to create now
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6. Select the New PKCS#12 digital ID file and then select the Next button

" Add Digital ID =]

Where would you like to store your self-signed digital ID?

@ New PKCS#12 digital ID file
Creates a new password protected digital ID file that uses the standard PKC5#12 format.
This commeon digital ID file format is supported by most security software applications,
including major web browsers, PKC5#12 files have a .pfx or .pl2 file extension.

") Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

I < Back ]I Mext > |

7. Fill out the dialog box with the appropriate information. The Organization Unit should be your District and
Division. (i.e....CO — Design, CO — Bridge, D6 — Design). Then select the Next button.

Add Digital ID =

Enter your identity information to be used when generating the self-signed certificate.

Name (e.g. John Smith): |Chr\st|an Schwandtner

Organizational Unit: ICO'DESIQH

Organization Name: IMODOT

Email Address: |(hr\stlan‘s(hwandtner@modot.mo‘us

County/Region: | US - UNITED STATES -]
Key Algorithm: [1024713\( RSA vl
Use digital ID for: [Dig\tal Signatures and Data Encryption vl

< Back ] | Next > i
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8. Now you will have to save the Digital Id. Browse to your C:\Users\(UserID)\ drive and go to the Digital Id
folder that we created earlier. If you don’t have that folder create it.  This will be the location for your
Digital Id and Exported Certificate file. When saving the PFX file (Digital I1d), make sure you use the
following file naming convention. Date is necessary just in case another seal is created in the future. Be
sure to include the Adobe version that was used to create the digital id.

Userid_YYYYMMDD_vDC.pfx [schwac_20160901_vDC.pfx]

You will need to create a password that you will use every time you apply your Digital Id. Don’t forget your
password or else you will need to create a new Digital Id. The password has to be a minimum of 6
characters and it is also case sensitive.

Add Digital ID ]

Enter a file location and password for your new digital ID file. You will need the password when
yiou use the digital [D to sign or decrypt documents. You should make a note of the file location
so that you can copy this file for backup or other purposes. You can later change options for this
file using the Security Settings dialog,

File Name:
IC:\Users\schwac\DigitaI IDhschwwac_ 20160901 vDC pfx Browse..,
Password:

Fedelededelededededeodew

P et

Confirm Password:

Kbtk ek bk

< Back H Finish
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9. Now highlight your name and select the Export option. The file created in this step can be used to
validity your Digital 1d.

ﬁ Digital [D and Trusted Certificate Settings E
O Digital IDs +|=_ &) AddID j Usage Options » _._F Certificate Ditails ﬁ Explrt e Refresh () Remove ID

Trusted Certificates Name Issuer Storage Mechanism E:

christianschwandtner@modotmo.. Communications Server Windows Certificate Store 2

Christian Schwandtner <christiansc.. Christian Schwandtner <christians..  Digital ID File

10. Select the Save the data to a file option and select Next.

Data Exchange File - Export Options =

You have chosen to export the following data:
My Certificate(s)

Certificates are exported to allow the recipients to validate signatures created
by you and to encrypt documents for you. Exporting your certificate does not

export your private key.
Export Options

Select whether you want to save the data to a file or share it via email:

(71 Ernail the data to someone

@ Save the data to a file

| Net | | Concel
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11. Make sure the path is to the same location as your Digital Id, C:\Users\userid\Digital ID. The Save as type

should be set to Acrobat FDF Data Exchange. Be sure to use the same naming convention that was
used for the Digital 1d.

Userid_YYYYMMDD_vDC.fdf [schwac_20160901_vDC.fdf]

E Save As @
-|| « DSDisk (C) » Users » schwac » Digital ID ~ |44 || Search Digitat 1D 2|
Organize ~ New folder = - G

B videos “  Mame : Date modified Type
" Computer hy- schwac_ 20080314 w8 fdf 12/29/200010:36 ... Adobe Acrobat Fo,

& OsDisk (T
= ghq_dcpublic e
= apps (Wghappsil
& cognos (Wghapps
- deapps (\\scdatal
% ustation-pw (\iah
% programs (Mghca

n

@ Network ~ 4

(L b

File name: schwac_20160901_vDC.fdf

Save as type: |?Acrobat FOF Data Exchange (*.fdf) v]

&) Hide Folders [ Save H i ]

12. Now you have created a certification file to validate your Digital Id you will need to email that FDF file to
Christian Schwandtner (schwac). MoDOT will be the holder of this file to validate any sealed contract

plans that you have sealed. The FDF file will be kept in a secure location and cannot be altered in any
way within ProjectWise.

Acrobat Security

= _
@J Save operation complete.
K. e

Data Type: My Contact and Certification Information
Filename: C:ilsersyschwachDigital IDYschwac_ 20160901 wDC.fdf

If a new Digital Id is created you will have to repeat the steps above and send me a new version of your
Acrobat FDF Data Exchange file.
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13. You should have three files within the C:\Users\userid\Digital Id folder.

FDF — Certificate file to validate your Digital Id
PFX — Digital Id file
PDF — Image of your Seal

050hisk (C:) = Users + schwac - Digital Id

"= schwac_20131105_v11.fdf
[ schwac_20131105_v11.pfx
'ECI Schwandtner-Christian.pdf

14. Now within Acrobat Reader DC, we will need to combine your Seal and Digital Id so it looks correct on the
contract plans. Open up the Preferences option under the Edit pull down menu.

File &8 View Window Help

Hc

@. Take a Snapshot

Check Spelling

Adyanced Search Shift+Ctri+F

Protection
Accessibility

Manage Tools

Preferapeces... Cirl+ K
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15. Select the category of Signatures. Select the More... option within the Creation and Appearance area.

Preferences

Categones:

T Digital Signatures
| Commenting

| Documents Creation & Appearance

| Full Screen

| General = Control opbons for sgnature creation Moo
|Page Display = Set the sppearance of signatures wathin a documen?

30 & Mulbmedia Verification

| Accessbilitg

| Adobe Online Services = Control how and when signatures are verified More..
| Ermail Accounts

| Fanms

|1genury Identities & Trusted Certificates

|Intermet

| savasenpt = Create and manage identities for signing Mare..
*+ Manage credentials used to trust documents v
|Language

| Measuring (207

| Measunng (301 Dacument Timestamping

| Measuring (Geo)

EMU il gy + Configure Emestamp server setings Mare...
| Mudtimedia Trust (legacy)

|Reading

| Reviewing

| Search
| Secunity

wcurity iEnhanced)

| Spetling

| Tracker

| Trust Manager
;U‘nlu

I Cancel

16. Select New in the Appearance area of the dialog.

Creation and Appearance Preferences
Creation
Default Signing Method: [Adobe Default Security ']
Default Signing Format: [PKCS#T - Detached VI
When Signing:
Show reasons

Show location and contact information

Include signature's revocation status

[Tl view documents in Preview Mode

Enable Review of Dacument Warnings: [When certifying a document ']

Prewvent Signing Until Warnings Are Rewiewed: iNever 'l

Appearances

| ear.

| Duplicate ‘

| Delete ‘

Page 44|48



CREATE A DIGITAL ID SIGNATURE FOR ADOBE READER

17. Use your full name for the Signature Appearance. Now toggle on the Imported graphic for the Configure
Graphic area of the dialog. Select the File button.

Configure Signature Appearance E

Title: | |Christian Schwandtner

Preview

Digitally signed by your common
name here
Date: 2016.09.07 10:53:48 -05'00

ﬂ:onfigure Graphic \

Show: () No graphic Import Graphic from:
@ Imported graphic
) Name

- J

Configure Text

Showe Name []Location [] Distinguished name Logo
Date [“Reason ] Adobe Version Labels

Text Praperties

Text Direction; (@) Auto () Lefttoright () Right to left

Digits, |0123456789

OK ] l Cancel
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18. Browse to the folder where you exported out the PDF file from ProjectWise
(C:\Users\userid\Digital Id). Now select your PDF seal.

=

nOpen
f|| « OSDisk (C) » Users » schwac » Digital ID v|""|| Search Digital 1D p|
Organize ~ New folder B« [ 9
Fs - .
o Favaorites Mame Date modified Type
W Desktop "2 Schwandtner-Christian.pf 3/14/2008 145 Pk Adobe Acrobat D..
4 Downloads

~» RecentPlaces

| Libraries
'L Documents
b Mlusic
=L Pictures
!, Videos

& Computer
& OSDisk (C

+ aha deoublic e T 1 |

File n

i

1 | 3

ame: Schwandtner-Christian.pdf

°]

- IAcrobat PDF Files (*pdf)

[om | [oma

19. Now you will see your seal in the dialog below.

Select Picture

=)

File: [|/C/Usersfschwac/Digital IDySchvwan Browse...

Sample

N

THIS SHEET HAS BEEN

SIGNED, SEALED AND DATED

ELECTRONICALLY.

1 out of 1Limages

oK

[ e
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20. Now you will need to modify the Configure Text area and make sure all options are turned off. Then click
the OK button.

Configure Signature Appearance u

Title: |Christian Schwandtner

Preview

- LT -
e 5
fﬂ'?liL‘-ﬂ{#
sl I T
Configure Graphic
Show:  (7) Mo graphic Import Graphic from:
@1 rted hi ,
e
7 Mame
Configure Text

Show: [ MName [ Location [ Distinguished name [ Logo
[ Date [ Reason [ Labels

Text Properties

Text Direction: @ Auto () Left to right () Right to left

Digits: [0123456780 -

| ok || Canca
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21. Now you have created a signature block to be used with your Digital Id. Click the
OK button and now you have just finished creating your seal for signing and sealing documents.

Creation and Appearance Preferences |
Creation
Default Signing Method: [AdObE' Default Security 'l
Default Signing Format: lPKCS#T - Detached 'l
When Signing:

[] show reasons
[]show location and contact information
Include signature's revocation status

[ view documents in Preview Maode

Enable Review of Document Warnings: IWhen certifying a document ']

Prevent Signing Until Warnings Are Reviewed: [Ne\fer ']

Appearances

Christian Schwandtner &

Edit...
Duplicate

Celete

| o

=

Remember to send Christian Schwandtner a copy of the Acrobat FDF Data Exchange file (FDF) from
the Digital ID folder. MoDOT will be the holder of this file to validate any sealed contract plans that you
have sealed. The FDF file will be kept in a secure location and cannot be altered in any way within
ProjectWise.
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